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February 29,2008

Marlene H. Dortch, Office of the Secretary
Fcderal Communications Commission
445 12th Street, SW
Suite TW-A325
Washington, D.C. 20554

Writer's Direct Dial
(701) 584-8665

pgisl@fcc!uw com

Re: EB Docket No. 06-36
Annual 47 C.F.R. § 64.2009(e) CPNI Certil1cation for 2007

Dear Ms. Dortch:

Cellular South, Inc
Cellular South Licenses, Inc.

Form 499 Filer ID 808884
Form 499 Filer ID 822022

On behalf of Cellular South, Inc .. and its subsidiary, Cellular South Licenses, Inc., and
pursuant to Section 64.2009(e) of FCC rules, there is submitted herewith the carriers' CPNI
certification for 2007 with accompanying statement The documents are submitted in accordance
with the directives set forth in the FCC's Public No/ice, DA 08-171, EB Docket No. 06-36, released
January 29, 2008

Should any questions arise regarding this submission, please contact the undersigned.

Very truly yours,

~~~LAl~
Pamela L Gist

Enclosures
cc: Enforcement Bureau, FCC (2)

Best Copy and Printing, Inc (I)
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1018 Highland Colony PilrkwlIY

suite 520

Ridgeland ''is 39157

601 3551522 phone

601 971. 7139 fax
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Marlene H. Dortch, Office of the Secretary
Federal Communications Commission
445 12th Street, SW
Suite TW-A325
Washington, DC 20554

Re: Annual 47 e.F.R. § 64.2009(e) ePNI Certification for 2007
EB Docket No. 06-36
Cellular South, Inc,
Form 499 Filer ill: 808884
Cellular South Licenses, Inc.
Form 499 Filer 10: 822022

CERTIFICATION

I, Sherry Stegall, hereby certify that I am an officer of the company named above, and
acting as an agent of the company, that I have personal knowledge that the company has
established operating procedures effective during the calendar year 2007 that are adequate to
ensure compliance with the Customer Proprietary Network Information rules set forth in 47
C.F.R. §§ 64.2001 et seq. of the rules of the Federal Communications Commission.

Attached to this certification is an accompanying statement that (i) explains how the
company's procedures ensure that the company is in compliance with the requirements set forth
in 47 c.F.R. §§ 64.2001 et seq. of the rules, (ii) explains any actions taken against data brokers
duri.ng the past year, (iii) reports information known to the company regarding tactics pretexters
may be using to attempt access to CPNI, and (iv) summarizes all customcr complaints received
in thc past year concerning the unauthorized release of CPNI.

bCLi.A~ bufjy.J:j:_.
Name: Sherry Stegall
Title: Senior Vice President
Date: 2/28/2008

•\'\\ cellularsouth'



Company Name ("Carrier"): Cellular South, Inc.
Cellular South Licenses, Inc.

Address: 1018 Highland Colony Parkway
Ridgeland, MS 39157

STATEMENT

Carricr has established operating procedures that ensure compliance with the Federal
Communication Commission ("Commission") regulations rcgarding the protection of customer
proprietary network information ("CPNl").

• Carrier has implemented a system whereby the status of a customer's CPNI approval can
be determined prior to the use of CPNI.

• Carrier continually cducates and trains its employees regarding the appropriate use of
CPNI. Carrier has established disciplinary procedures should an employee violate the
CPNI procedures established by CarTier.

• Carrier maintains a record of its and its affiliates' sales and marketing campaigns that use
its customers' CPNL Carrier also maintains a record of any and all instances where CPNI
was disclosed or provided to third parties, or whcre third parties were allowed access to
CPNI. The record includes a description of each campaign, the specific CPNI that was
used in the campaign, and what products and services were offered as a part of the
campaign.

• Carrier has established a supel'visOIy review process regarding compliance with the CPNI
rules with respect to outbound marketing situations and maintains records of carrier
compliance for a minimum period of one year. Specifically, Cauier's sales personnel
obtain supervisory approval of any proposed outbound marketing request for customer
approval regarding its CPNI, and a process ensmes that opt-out elections are recorded
and followed

• Carrier has implemented procedures to properly authenticate customers prior to
disclosing ePNI over the telephone, at Carrier's retail locations or otherwise and in
connection with these procedures, Carrier has established a system of passwOIds and
back-up authentication methods which complies with the requirements of applicable
Commission rules.



• Carrier has established procedures to ensure that customers will be immediately notified
of account changes including changes to passwords, back-up means of authentication for
lost or forgotten passwords, or address of record.

• Carrier took the following actions against data brokers in 2007, including
proceedings instituted or petitions filed by Carrier at a state commission, in the
court system, or at the Federal Commlmications Conmlission: None

• TIle following is information Carrier has with respect to the processes pretexters
are using to attempt to access CPNI, and [if any] what steps carriers are taking to
protect CPNI: There are no lmown steps pre-texters are using. As always, we
protect our customer's CPNI according to our operational guidelines.

• The following is a summary of all customer complaints received in 2007 regarding
the unauthOl ized release of CPNI:

Number of customer complaints Carrier received in 2007 related to
unauthorized access to CPNI, or unauthorized disclosure of CPNI: 7

Category of complaint:

4 Number of instances of improper access by employees

__ Number of instances of improper disclosure to individuals not
authorized to receive the information

__ Number of instances of improper access to online information
by individuals not authOl ized to view the information

3 Number of other instances of improper access or disclosure

Description of instances of customer complaints, improper access or
disclosure:

o 4/1612007: Customer alleged that her account had been accessed and
she named the person she suspected. The person accused was not an
employee of Cellular South and we have no indication that she had
access to the information.

o 4/1912007: A customer alleged that an employee accessed her
information and callcd her number. The employee admitted to this
and was reprimanded accOlding to our disciplinary process.

o 9/7/2007: A customer complained that someone is releasing his
number to other people There was no record that this information
had been accessed.



o 9/1012007: A customer claimed that people know her number after
she changes it, According to the records on the account, this
information was requested but not released.

o 9/17/2007: A customer alleges that one of our employees is giving
information to his ex-wife. There was no record that this
information had been accessed.

o 10/312007: A customer complained that an employee continues to
call her husband to notify him that she has been in the store to
request call detail on his number. There was no indication that this
had taken place.

o 12/0612007: A customer alleged that an employee of our contracted
call center was calling her and asking for money. She also alleged
that this employee notified her that she had taken customer
information on her and other Cellular South customers. This
information was reported to the FBI on 1217/2007.


